Tools and Databases

Browsers and search engines
· TOR browser - for private Internet browsing
· Brave browser - privacy respecting browser that blocks trackers:

· DuckDuckGo - search engine that doesn not track your searches and does not keep a history of them

· Searx - privacy-respecting search engine

· Https everywhere - Firefox, Chrome, and Opera extension that encrypts your communications with many major websites, making your browsing more secure

· PrivacyBadger - add-on that blocks invisible trackers you interact with on the web

VPN - Virtual Private Network
· Safety Detectives - VPN reviews to check when deciding what VPN to use. It is recommended you choose a VPN company that claims that they do not record logs of your traffic.

· Most free VPNs should be avoided because they are often funding their operation by selling their log data (records of what sites users visit via the VPN), However, there are some reputable ones we can endorse, such as: Bitmask, Riseup VPN, PsIPhon, Lantern, ProtonVPN.

Disk and file encryption
· VeraCrypt - free open source disk encryption software for Windows, Mac OSX and Linux

· Cryptomator - free open source file encryption tool, for online use only, encrypts your data and makes it possible to upload it protected to your cloud service, drive etc…

Email encryption
· GPG - for email encryption

· Mailvelope - a browser add-on that you can use in Firefox or Chrometo securely encrypt your emails with PGP / Pretty Good Privacy
Password managers
· KeepasXC - manager for secure password storage offline

· LastPass - for secure password management online

· Firefox Lockwise - for secure password management online
Communications
· Signal - encrypted communication app for phone and desktop

· WIRE - encrypted communication app available for free on android devices and iphones, also available for desktop

Other
· What is My IP Address - shows you your IP address, location and other details as seen by websites you visit, and also allows you to locate details of others by their IP addresses

· MyLocation - similar as above, helping with IP tracking

· Cover Your Tracks - shows you how traceable your browser is and where are your vulnerabilities, so you can take better safety measures

· Greenbeam - Mozilla Firefox add-on that allows you to see the first and third party sites and trackers you interact with while on the web

· Have I Been Pwned - shows you if your email and other password-protected services have been hacked and where the vulnerabilities are.

· How Secure is My Password - website that allows you to test password/passphrases for strength, also shows you how easy/difficult to break they are. Do not use your real passwords there

· The Journalism Security Assessment Tool - a free, survey-based self-assessment tool that offers practical solutions tailored to each newsroom’s profile and vulnerabilities. By GIJNand Ford Foundation.

