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Stay digitally, physically and psychologically safe and aware of potential risks at all times by adopting some basic good practices and tools to keep your human sources, yourself and your evidence protected.
As a human rights defender, being safe and aware is an integral part of campaigns, advocacy and engagements. This awareness provides a great deal of confidence in our content and information source. This also helps in improving the efficiency and consistency of human rights campaigns and advocacy across Nigeria. 

The Media Awareness and Justice Initiative sees safety and digital security as key ingredients of needed for the actualization of social and environmental justice. We see physical and digital safety as integral to the investigative mindset, as something you need to plan for and think about. Not just that, but think of it as something that can give you insight into how your digital and physical data traces may expose information. Safety should not be a simple checklist that you need to tick off before you proceed with your investigation. If you think of safety as a checklist, you may end up having a false sense of security.

With Support from the Association of Progressive Communications, MAJI will focus on the primary principles and steps needed for effective data collection, verification, investigation and sharing via online and offline platforms. We will provide key mobile software, approaches and tools needed to protect and ensure digital security for human rights defenders across Nigeria. 

STEP ONE – WHAT ARE YOU KEEPING SAFE

· CONTACTS - People you engage with (sources, collaborators, colleagues, close ones, etc.) and whose information you have access to / collect / use / store.
· Yourself – It’s important to stay safe and minimise risks and mitigate threats to yourself.
· Data – Information that you collect should be safe from being accessed by others without consent or authorisation and must be recoverable in case of loss, damage or theft.
STEP 2 – RISK ASSESSMENT AND MITIGATION

It is vital to always take into consideration the risks and possible threats associated with the type of research and investigative activity that is undertaken by the HRDs or organizations. It is particularly important to factor in the context of the area where the content is deployed and the repercussions of the deployment of such content. The factorization of these various risks is called Risk Assessment. The purpose of undergoing these assessments is to try to reduce the risks associated with the type of work and content, and also assess the potential mitigation approaches that can help in side stepping the identified risks. This is what we call Risk Assessment. The implementation of these assessment outputs is what we call Risk Mitigation. 

Digital safety

When thinking about keeping your data and information safe you may be thinking about two separate things:

1. The first is about safeguarding your data so that it cannot be used by a malicious actor to cause harm or does not constitute a breach of privacy.

2. The second is about keeping it safe so that you can recover it in case it is damaged or lost.

Digital safety is about safeguarding your data. This data can be your:

· contacts

· location

· passwords

· digital habits

This data can be available in your:

· devices

· communications

· online accounts

· internet traffic

But remember that safety doesn’t just mean tools. Most of what compromises us is not the technical tools we choose but our behaviour. Humans are often the weakest link and even if you are using the most secure tools, you can still be breached.

Some things to keep in mind when thinking about safety:

· what you choose to share,

· how you communicate,

· what you click (phishing attacks),

· which services you choose,

· who you choose to share with.

It is important to note that digital safety is not just about your own understanding of risks but the steps you take to mitigate these risks. Think of safety as a group sport, where we all depend on each other. The more we are all collectively aware of the risks and vulnerabilities the better we can be at taking steps to mitigate these risks.

If data is breached by someone accessing your devices or someone else’s who has the same data, then the risks are still similar even if you have taken every step to ensure data is secured at your end. For this reason you have to pay attentions to the digital safety awareness of other people or platforms and services you interact with.

Note:
It is not often easy to put digital safety on the table, but make sure that people who work with you understand the threats the same way as you do and have a plan if things goes wrong. Share your safety plans and your evaluations with collaborators who are working with you on an investigation, and make sure that that your sources are also made aware of the risks.
Some practices to help keep your credentials and data safe

· Use long passphrases,
· Use two factor authentication,
· Safeguard passwords using password managers,

· Ensure having recovery tools set up where possible, like adding a recovery email,

· Backup data,

· Encrypt data,

· End-to-end encryption helps guarantee that the service provider cannot access your content,

· Be aware of who has access to your data,

· Assess tools you use.

Check if the tool:

· Is Open source - Is the source code publicly available for you or others to see? Even if you cannot read or assess code, being open source means it can be verified and audited by those with expertise.

· Provides end-to-end encryption - This means that data is encrypted before sending to the receiving party, and only they can decrypt the data, not even the service provider.

· Does not store data unnecessarily - Tools that keep track of more data than they need in order to preform their function risk exposing this data in the future.

· Does not leak data - When performing functions with that tool, no unnecessary data is inadvertently exposed to the public or third parties.

· Does not share data - Some tools or services share your data or sell them to third parties; you can often find out about this if you read a tool’s (app, software, etc.) Terms of Use and/or Data Policy.

The security trade-off

When choosing tools, you often have a trade-off between what is useful, easy to use and secure.

While many tools have focused a lot more on security, you still have to weigh your security against functionality and usability. The key here is to understand the context you are in, and what you are gaining or giving up by using a particular tool. It is important to identify your weaknesses rather than reinforce your strengths. Usually your weakest points are those that are exploited, and for these weaknesses it makes sense to invest in security aspects over functionality or usability at times.

For example, a very secure tool might require entering a password every time you use it, while another is more easily usable by saving the password for you. The trade-off is between simply using the application, which takes less time, but making it susceptible to being accessed if your device is stolen.

Using tools for investigation

What ever the tools one decides to use, tools that find traces also leave traces - on internet everything is traceable , it is important to understand that the devil is in the defaults - always double check settings and read the term and conditions - and test before using.

Data and devices

Make sure that you have your data and devices secure, you can do so by ensuring that your devices are encrypted. Some recommended practices and tools are:

· Use Full Disk Encryption: use tools like Bitlocker (for Windows), FileVault (Mac), dm-crypt(Linux) to encrypt your disk and the files on your computer.

· Use VeraCrypt or Cryptomator file containers for data you store on your device.

· Backup your data on cloud and hard drives to secure it in case of loss of devices.

Sending data - Use secure trusted services to send data, such as:
· OnionShare
· TresoritSend
Online safety

Searching and collecting evidence online - whether it’s about social media data, online company records, domain ownership details, website history, image metadata, etc. - involves navigating a large number of platforms, tools and services. Some of these work with the Tor Browser and that allows you to protect your privacy to a certain extent. Others not only do not work on Tor but they also require you to sign up with an email address, name and other personal details. Depending on your investigation subject, your context and that of the people you work with, leaving digital traces while you investigate online might put you at higher risk.

Note:

Make sure that using encryption is legal in the jurisdiction you’re using it. There are some places which impose restrictions on the use of encryption and using it may put you at risk
Consider these suggestions for digital safety techniques and tools that can help protect your digital privacy and enhance the security of your devices and data.
Accounts

Some online services require you to create an account, to choose a username, to provide payment information, to verify an email addresses or to sign up with your social media profile to gain access to their platforms. Try to limit your exposure by considering these options:

· Create a more secure, compartmentalised email account, which you can do easily with services like Tutanota or Protonmail.
· Establish a separate set of social media accounts to use with services that require your data, in order to compartmentalise (separate) your investigative work from your personal online identity.

· Create a single-use “identity” for a particular investigation, and dispose of it once research is done. This may be needed especially when doing sensitive work.

Browsers

As someone who is looking to uncover hidden truths, you probably already use the internet for personal communication and for some of your research.

Note:

It’s a good idea to use different browsers for your research and for casual web browsing. By doing so, you are again practicing “compartmentalisation” - using one browser for research and another for everything else.
We recommend you choose a “privacy aware” browser for your research and avoid logging in to web-based email and social media on that browser. This will prevent a lot of your personal data from being sent to the websites you visit. Before using any of the online tools we talk about here or in the online Kit, it’s a good idea to download and install one of these browsers. Then, add an extra layer of certainty by testing the browser with a tool like Cover Your Tracks or Browser Leaks. The results of what you see when using a privacy aware browser should look different from when you visit Cover Your Tracks or Browserleaks with a normal browser, which would usually reveal more weaknesses.

Note: Fingerprinting
Browsers can easily be fingerprinted, which means that even if you are not logged in to services that track you, you can be identified by the various settings on your browser.

You can mitigate this by changing your behviour (like opening different size windows) or using tools obfuscating basing system information.
These are some examples of tools that can help protect your privacy while researching online, with pros and cons of using them:

Tor Browser - Click here to see download link
· Pros: This is the best privacy aware browser. The code is published openly so anyone can see how it works. It has a built-in way of changing your IP address and encrypting your traffic.

· Cons: There are places in the world where Tor Browser usage is blocked or banned. While there are ways around these blocks, such as Tor Bridges, using Tor may also flag your traffic as suspicious in such places.
Note:

Some webpages block Tor by default and you will have to decide whether or not to visit them with Tor turned off.
Firefox – Click here to See link
· Pros: It blocks trackers and cookies with a setting called “Enhanced Tracking Protection”, which is automatically turned on when you set “Content Blocking” to “strict”.

· Cons: You need to turn on this option, it’s off by default. When you use Firefox, it’s important to remember that your IP address is still visible to the sites you visit.

Brave - Click here to See link
· Pros: It tries to protect privacy without the need for turning options on or adding add-ons or extensions. Brave has a security setting to erase all Private Data when the browser is closed. It has a feature called ‘Shields’ where you can block ads and trackers. It also allows you to create a new “Private Tab with Tor”, which uses the Tor network to protect your IP address (regular use doesn’t protect it).

Note:

Brave’s “Private Tab with Tor” also allows you to visit Tor hidden service sites - which are sites that end in .onion and are configured to be securely accessed only by Tor-enabled browsers.
Cons: The “payments” or “Brave payments” feature that allows donations should be kept off as it sends data that could be used to identify you. When using use Brave, you should use the ‘Private Tab with Tor’ feature to protect your IP address.DuckDuckGo
· Pros: This is a privacy-aware search engine (not a browser) that claims not to collect any personal data about its users. You can use DuckDuckGo in combination with the Tor Browser to further preserve your privacy.

· Cons: DuckDuckGo does save your search queries but it doesn’t collect data that can identify you personally.

Virtual Private Networks (VPNs)

If you cannot use Tor, another option, though less effective in preserving your anonymity, would be using a VPN (Virtual Private Network).

Note:

VPNs work by disguising your IP address, which can be used by websites you visit to map where you are coming from. When using a VPN, rather than seeing your real IP address, sites you visit will see the IP of the VPN provider.
Visiting a website is like making a phone call. The website you are visiting can see your “number” - your IP address - which can be used to map where you are coming from. Think of the VPN as a concrete tunnel between you and the site you want to visit. The VPN creates a tunnel around your traffic so it can’t be observed from the outside, and routes it through an intermediary server owned by your VPN provider, so your traffic looks to any site you visit like it’s coming from a different location than where you actually are. Neither the web browser, your internet service provider nor the site you visit will see your IP or be able to identify you. Sites will only see that your traffic is coming from the IP address of your VPN provider.

Note:

To illustrate, if you are researching a corporation and frequently visit its board of directors webpage – a page that typically gets very little traffic - your repeated visits from your specific location might make the company aware of your research.
There are many VPN options and it can be confusing when deciding which one to pick. To add to the confusion, most VPN reviews and listings are not independent, some are really biased. For a more balanced analisys, we suggest to start by reading the VPN reviews from Safety Detectives. It is recommended you choose a VPN company that claims that they do not record logs of your traffic. While you should avoid most free VPNs because they are often funding their operation by selling their log data (records of what sites users visit via the VPN), there are some reputable ones we recommend: Bitmask, Riseup VPN, PsIPhon, Lantern.
Communication

Communicating securely is a vital aspect of investigation and indeed the digital world. Intercepted communication is one of the biggest risks that may endanger your sources, yourself or the secrecy of the information you may be gathering. Choosing the right tools is important particularly as you become reliant on others. You often communicate via messages through emails and messaging apps. Whenever possible, use encrypted email - PGP / Pretty Good Privacy - in your email communication with collaborators, sources and interviewees.

Note on PGP:

PGP encryptes the contents of an email. It does not however encrypt the metadata, about the email. Metadata can be the sender, reciever, subject line, time of sending and various other email header information. This means that a lot of information can still be extracted from emails that are encrypted with PGP but not the content of the message itself.
For calls and messaging, there are different applications with enhanced levels of encryption and privacy such as Signal or Wire. These are preferred over WhatsApp or Telegram though the later are of more common use and you may encounter people who are not easily accessible on any other (safer) apps. It is worth noting that not all these communication apps are available everywhere and there are regions where using Wire, for instance, would be impossible as it is blocked.

Note:

Check our guide on Keeping Your Digital Communication Private from Security-in-a-Box for details on how PGP works and how to adapt encryption to your situation, as well as for more extensive tips, tools, and methods to keep your digital communication as private as possible.

When you are forced to rely on conventional ways of communication - non-encrypted phone calls, landlines, etc., - make sure that you provide only the minimum information to your interlocutor and try to establish in advance what details are less risky to communicate with the person at the other end of the line, and how. When fearing threats and surveillance, use the above encrypted methods to get in touch with someone close to your sources who can help organise a meeting.

It’s very important to note that every mobile phone is trackable by default and there is nothing you can do about it. That is how mobile telephony works - signal providers know where all the devices accessing their network are 24h/7. This traceability of devices can also be expanded by enabling location tracking that can use GPS, WIFI, Bluetooth etc - which makes tracking more precise and enables more third parties (other than your provider) to tap into your location data should they wish to. Note that bringing devices is not an easy trade off to make, the more devices you bring with you the better you can find, collect and manage information - but with more equipment you increase the risks associated with these devices. A smart phone might be extremely useful but it will always be a tracking device. Decide carefully what you bring and what risks are attached to it - make conscious decisions - and if you take risks don’t take them on behalf of others. A device might take you safely to a meeting and back - but it might expose your source forever.

